Logging Into CBS Web Migration Portal for the First Time

Step

Action

» Open Internet Explorer
» Go to the following URL.:
https://cbs.rdc.noaa.gov/nmadm/custom pages.login page

Notes:
v Internet Explorer 7 or later required for Windows Users
v Requires Java Runtime Environment (JRE) Version 1.5.0.16

The CBS Web Migration Portal screen appears:

» Enter your Username & Temporary Password
» Click Logon

Note: Temporary password format is Newweb_#### with #### equal to last 4 digits of user SSN
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CBS Web Migration Portal

Please Login

Usarname:

Password:

[iooon [l Conce |

(¥ Did woo forget your password?
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You have accessed a United States Depariment Of Commerce compuler system. Use of this computer system without
authornization or for purposes for which authorization has noi been extendad I3 aviolation of federal law and can be punished
wilh fines ar imprigonment (Public Law 99-474). Indiiduals using this system withoul aulhority, of in excess of heir aulhonly,
are subjec to having 3l of their activities on this system monitered and recarded by syslem personnel. In the course of
manitaring indriduals improperly using the sysiem, orin the course of system maintenance, the achwiies of autheorized users
may alsa be menltored Anyone using this system expressly consents ta such monitering and Is advised that If such
monitoring reveals possible criminal aclivities, system parsonnel may provide avidence of such monitoring o law
enforcement officials



https://cbs.rdc.noaa.gov/nmadm/custom_pages.login_page

Step

Action

3a | The CBS Web Challenge Setup screen appears with three (3) question and response
areas:
» Select your challenge question(s) using the drop-down listing
» Enter your response(s)
0 You may not use the same response for each question. It must be a unique
response to each of the questions.
> Click Submit
0 Answers are not case sensitive.
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CBS Web Challenge Setup
E . - = Close window
q/ You must firsi setup your challenge questions and responses before continuing
¥ Use this form to setup your challenge questions and respanses. They vall help you to reset your password if you forgot it
To clear all the fields, simply click the cancel button
Al fields are veguived
Challenge Question Setup - OPSSCPCSCH4S
* Challenge Question 1 glgs_g!gc_:lt_une) v
# Response to Challenge Question 10 :
« Chsllenge Question 2~ (selectone) ¥
# Response to Challengs Question 2 |
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# Response lo Challenge Question 3: [
(" ubrmit ) . Cancel )
3h | CHALLENGE QUESTIONS

1. In what city/town were you born?

2. In what hospital were you born?

3. What is your oldest sibling’s first name?
4. What was the make of your first car?

5. What color was your first car?

6. From what high school did you graduate?
7. Inwhat state did you attend college?

8. In what month was your mother born?

9.  What is your father’s middle name?

10. In what month did your parents marry?




Step

Action

4a

If a user is unsuccessful with creating their responses to the challenge questions, they may
receive an error message.

» Click Back

» Repeat Step 3

4b

If successful, the CBS Web Forgotten Password Reset screen appears stating, “Your
challenge setup is complete”.

> Click Done
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CBS Web Forgotten Password Reset

CBS5 Self-Service Password Reset

0 Your challenge setup 1 complste

: Done

The CBS Web Change Password screen appears:

CBS Web Change Password

Close window
Mote: Please change your password before continuing.
All fields are required

Change password for OP S$ERICOB01

Old Password: | |

Mew Password: | |

Confirm New Password: | |
(submit ) | Resst )

# Password must comply with these password rules

» Enter the Old Password

» Enter the New Password

» Confirm the New Password
» Click Submit

Note:
v Passwords must follow Department of Commerce (DOC) and NOAA policy, which are included in
step 5a.




Step

Action

5a

Users may click the Password Rules link to see the following:
The passwords must contain the following:

a) Passwords must be a minimum of 8 characters
b) Passwords must begin with an Alpha (A-Z or a-z) character
c) Passwords must contain all of the following 4 categories:
i.  Upper Case Alpha (A-2)

ii.  Lower Case Alpha (a-2)

iii. ~ Numeric Value (1-9)

iv.  Special Character (limited to # and _)
d) Six characters must be unique and can not be repeated
e) Passwords must not be any dictionary word longer than 3 characters
f) New password cannot be the same as old password
g) New Password cannot be one of the eight previous used passwords or have been used in

the past 731 days (2 years)

h) Password cannot be the same as your username

They may also click the Show Me link for the CBS Change Password Dictionary Word
Check screen:

CBS Change Password Dictionary Word
Check

Close window
# Use this form to see if your password is a dictionary word.

Enter a word: | |

Subrnit ) Reset )

6a

If a user is unsuccessful with their password change, they may receive an error message.
» Click Back
> Repeat Step 5

6b

If successful, the CBS Web Change Password screen appears stating, “Password

changed successfully”.
Single Sign-On password for user OPS$ERICOBO1

0 Password changed successfully.

Done )

» Click Done
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Action

The CBS Web Portal screen appears; with the password expiration date noted.
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CBS Web Portal

Home CF5 Data Warehouse Reports Senver Password Control Logout
Welcome OPS$CPCSCH49 to CBS “ou logged in at- 14-FES-2009 07:54:03 Password expires on: WEDNESDAY 05-MAY-2009
Did You Knows? This porilet & designed Lo pull news and announcemeants from the Srackas Portsl Cenler sile. You can enable this feature by ssling your proxy

= server ynder Proxy Settngs on the Administer tab. This version requires a proxy server be set
= Appraval and assignment
MES53ges are now
available on the porial If your praxy is already s21 and your computer is on the lernet, you can re-2nable this f2ature by clicking the Customize ink of this portiet
You can now reset your
password without the
help of the help desk.




