Resetting Your Own Password

Users must attempt to do this prior to the third time of entering their password. If the password
was entered incorrectly for the third time, this process will not work and an email will need to be
sent to clientservices@noaa.gov to have them reset their password.

Step Action
1 | > Open Internet Explorer
» Go to the following URL:
https://cbs.rdc.noaa.gov/nmadm/custom_pages.login_page
Notes:
v Internet Explorer 7 or later required for Windows Users
v Requires Java Runtime Environment (JRE) Version 1.5.0.16
2 | The CBS Web Migration Portal screen appears:

» Click Did you forget your password?

CBS Web Migration Portal

Please Login

Usermame:

Password:

WARNING



mailto:clientservices@noaa.gov
https://cbs.rdc.noaa.gov/nmadm/custom_pages.login_page

Step Action

3a | Step 1 of the CBS Web Forgotten Password Reset screen appears:

CBS Web Forgotten Password Reset

Close windaw

o

Enter Your
Username

& This form requires that you have previously completed the online challenge question and answer selup process.

Please enter your portal user name below to start the process of resetting your password. A security code will be sent to vour email address on file.

You can initiate a request for new security code one hour afler the last one was requested. This request is limited to five (5) within a 24-hour window. If you
axceed this number, your account will be lecked and yvou cannot use the self-service feature for 24 howrs.

Al fields are required

Step 1 of 4 - Username

# Enter your usemame.

> Enter Username (i.e. ops$firlasOl)
» Click Submit

Note: If your entered your username incorrectly, you will receive an error message at the
bottom of the page.

@ Error: Ma malch found. It is possible that you have not selup your challenge questions.
Flease login to CBS Poral and setup your challenge guestions,

3b | A message will be sent to your email and notification will show on the screen:

A Security Code has baen sentte your email account

Retrieve the code from your email inbox and select “"Hexd” to continue.

e ==




Step Action

3c | Open up your email to find the message with the security code in it:

= Subject: CBS Self-Service Password Reset
From: chsiam noreply@doc. gov
Date: 1:54 PM
To: Firstlast@noaa.gov

Tou have requested a security code to initiate the CEBE3 Self-3ervice Password REeset process.
FTour security code is: 31V3i731637986

FPlease enter this security code in 3tep Z of the CBES 3elf-3ervice Password Reset process.
CES Confidential.

Thiz messzage iz intended for internal use only. If you receive this email in error, please contact
vour Administrator imwedistely at newprodinosa.gov

3d | Go back to Step 1 of the CBS Web Forgotten Password Reset screen:

o A Security Code has been sentto your email account
Retrieve the code from your email inbox and select "Next” to continue

> Click Next

4 | Step 2 of the CBS Web Forgotten Password Reset screen appears:

CBS Web Forgotten Password Reset

Close window

1] 2]

Enter Your Enter Security
Username Code

& Please enter the security code in the security code field below. You have three (3} sttempts to provide the eorreet code. If you exceed this number,
the cument process will be locked for 15 minules

Remember: This code was sent to your email address on file. The security eode is case sensitive and must be enterad exactly as it appeared on the
email message.

An attempt is each time you click the submit bullon when thars 15 data in the secunty code fisld belov.

AN fields ave required

Step 2 of 4 - Security Code for OPSSERICOBD

» Enter your secuniy code: _

{ submit ) . Feset )

» Enter Security Code
» Click Submit




Step

Action

Step 3 of the CBS Web Forgotten Password Reset screen appears:

CBS Web Forgotten Password Reset

Close windaw

(1) (2] ©

Enter Your Enter Security Answer Challenge
Username Code Questions

¥ Please enter the comract response 1o each challenge question below. You have three (3} attempts Lo provide the corect responses.
Remember: responses are not case sensitive; and spaces are ignored.

An attempt 1= each time you click the submit button when there 1s data in all the response field(s) below.

Al fields are reguired

Step 3 of 4 - Challenge Questions for OPSSERICOBOT

® What is the make of your first car?

= \What town where you bam?

= \What is the Iast name of your childhood best fiend?

“uamit ) | Feset )

» Enter the answers to your security questions
» Click Submit

Note: Users have 3 attempts at answering the challenge questions correctly. After the
third incorrect attempt, the user will be locked out and must contact
clientservices@noaa.gov to have them reset their password.

Step 4 of the CBS Web Forgotten Password Reset screen appears:

CBS Web Forgotten Password Reset

Close window

o 2] (3 (4

Enter Your Enter Security Answer Challenge Change Your
Usernamea Code Questions Password

& Please enter a new password and confirm the new password using the twa fields below. The new password must comply with the password rules.

All fields are required

Step 4 ofd - Change Password for OPS$ERICOBO

Hew Password |

Canfirm Mew Password.

Submit ) | Resat )

+ Password must comply with these password rules

» Enter New Password
> Confirm New Password
» Click Submit
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Step Action

6a | Users may click the Password Rules link to see the following:

# Password must comply with these password rules

i. Password must be a minimum of & characters
i. Pas=sword must begin with an Alpha (A-Z or a-z)
jiii. Password mugt contain all of the following 4 categories:
a. Upper case alpha (A-Z)
k. Lower case alpha (a-z)
c. Numeric value (1-3)
d. Special character (limited to # and _)
iv. S characters mugt be unique and cannot be repeated
v. Paszzword must not be any dictionary word longer than 3 characters. Show me
vi. New password cannot be the =ame as old pazsword
vii. MNew password cannot be one of the gight previous used passwords or have been used in the past 731 days (2 years)
vii. Password cannot be the =ame az your username

They may also click the Show Me link for the CBS Change Password Dictionary Word
Check screen:

CBS Change Password Dictionary Word

Check

Close window
# Use this form to see if your password is a dictionary word.

Enter a word: | |

(" submit ) . Reset )

7 | If successful, the following screen will appear:

CBS Web Forgotten Password Reset

CBS Self.5ervice Password Reset

o Password changed successfully

Dane )

» Click Done




Step Action

8 | The CBS Web Migration Portal screen appears where you may now enter your
username and new password to get into the portal.

CBS Web Migration Portal

Please Login

Username:

Password:

******tﬂ*‘ﬂ**#***thNlNu

You have accessad a Uniled States Dapartmenl Of Commarce compular svalam. Use of this computer system withoul
authonizalion or for purposes for which authonzation has not been extended is aviolalion of federal law and can be punished
with finez ar imprzonment (Fublic Law 99-474). Indriduals using this system without authority, or in excess of their authorty,

@re subject to hawing all of thelr activties on this system maonitored and recorded by system personnel. In the course of
maonitading indivtduals improperly using the system. or in the course of syslem maintenance, the activilies of authorized users

may 2lsa be monitored. Anyane using this system axprassly consents 1o such maonitaring and is advisad that if such
manitanng reveals possible ciminal adivities, system personnel may provide evidence of such monitoring ta law
enforcement officials

9 | An email will be sent to you after you have reset your own password:

= Subject: CBS Self-Service Password Reset
Frome: chsiam noreply@doc. gow
Date: 1:59PM
To: First.last@noaa.gov

Tou have successfully changed vour CBES portal password using the CBS Self-3ervice Password Reset
process.

If wou did not initiate this process, please alert your Adwinistrator immediately!

CE3 Confidential.
This message is intended for internal use only., If you receive this email in error, please contact
your Administrator immediately at newprodinosa. gov




